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EVERSOURCE CONTRACTOR BACKGROUND CHECK POLICY  
 
 
Definitions 
 
As used in this Policy: (i) Owner refers to any affiliates of Eversource Energy Service Company 
contracting for services; (ii) Contractor refers to the individual or entity contracting to provide 
services to Owner; (iii) Contract refers to any purchase order, Contract or agreement between 
Owner and Contractor; (iv) Contractor Representative(s) refers to owners, employees, 
subcontractors and agents of the Contractor that may provide services to Owner pursuant to a 
Contract.   
 
Policy Statement 
 
Throughout the Contract term, Contractors are required to ensure that each Contractor 
Representative providing services for Owner successfully passes a background check which 
meets the minimum requirements set forth in this Policy, as such may be amended from time to 
time.  These background checks are to be completed by the Contractor at the Contractor’s 
expense prior to the commencement or continuation of work for Owner.  The Contractor shall 
maintain documentation regarding these background checks through the term of the Contract and 
for a period of three years following the expiration or termination of the Contract, which 
documentation shall be made available for review and audit by Owner upon request.  
Notwithstanding any provision in this Policy, Contractor shall comply with all applicable laws and 
regulations in conducting background checks and maintaining information relating thereto 
including, without limitation, the Fair Credit Reporting Act and the Consumer Credit Reporting 
Reform Act of 1996. 
 
Minimum Requirements 
 
Two levels of baseline background checks are required for Contractor Representatives, 
depending upon the nature and location of the work that they will perform.  Additional 
requirements beyond these minimums may be required by Owner based upon risk assessments 
or legal requirements. 
 
Level 1 baseline background checks require identity verification and verification of legal rights to 
work in the USA (or other host country where the services for Owner are performed) and are 
required of all Contractor Representatives performing services for Owner. 
 
Level 2 baseline background checks require, in addition to Level 1 checks, a seven-year criminal 
history search, a seven-year Sex Offender Registry check, a seven-year residential address 
verification, three-year employment history verification, and motor vehicle driving record checks (if 
responsibilities include driving) and are required for all Contractor Representatives performing 
services for Owner and meet any one or more of the following criteria: 

 
 When a criminal background check is required by law, regulation or other legal 

requirement. 

 Where a Contractor Representative will have direct contact with customers in a non-

public location. 

 Where a Contractor Representative will have access to non-public personal information 

or other information required to be protected under applicable law, regulation or other 

legal requirement. 

 Where a Contractor Representative will have unescorted access to locations containing 

critical cyber assets ( e.g. SCADAS, Computer Rooms, Tel Data Rooms) or where 

critical functions are performed, or other locations deemed sensitive by Owner. This will 

include critical Gas and Electric infrastructure locations such as substations, gate 
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stations, compressor stations, energy control centers, energy management systems, 

remote monitoring and control locations, communications centers, and critical backup 

systems. 

 Where a Contractor Representative will have direct and/or remote electronic access to 

Owner cyber assets (hardware/software) or records (electronic, paper, etc.). 

 Where a Contractor Representative will provide software, database, application 

development services, critical systems operation, management, maintenance, or repair 

services, physical or computer security services, or compliance services for Owner, 

whether on-site or remotely. 

 Where a Contractor Representative will have access to information or systems where 

there is a risk that significant damage or loss could occur. 

 
In the event that Contractor determines to employ or retain any person who has failed a 
background check, Contractor shall notify Owner by email and telephone 
(gary.sanford@eversource.com, 860-665-5624) of its intention to do so, together with Attachment 
1 “Contractor Background Check Exception Request Form.”  In no event shall Contractor assign 
a person who the Contractor has actual knowledge of having been convicted of a felony.  
 
Supplemental Background Check Requirements 
 
Owner, in its sole discretion, may require additional checks to be performed if warranted by the 
nature of the work and the location where the work will be performed.  In addition, Regulatory 
requirements may dictate that supplemental background checks be performed.  For example, 
access to highly sensitive information or critical infrastructure locations may warrant supplemental 
checks such as credit history or homeland security checks.  
Supplemental checks that may be required include, but are not limited to the following: 

 
 Four (4) panel drug screening 

 Education/verification of degrees 

 Validations of required licenses (professional and/or legally required) 

 Credit history 

 Global screening of offshore international/foreign national persons 

 Homeland Security checks 

 US Citizenship and Immigration Services E-Verify  

 Criminal History Check updates every 7 years 

 
Minimum Background Screening Requirements 
 
1. Identification Verification/Eligibility to Work in the Country 
Contractors performing services for Owner must provide evidence to Owner or its agent that 
Contractor has verified the identities of all Contractor Representatives and that all such 
Contractor Representatives are legally eligible to work in the country where the work is to be 
performed.  Owner requires that U.S. Contractors complete a Social Security trace and or a 
Consent Based Social Security Number Verification – CBSV on all Contractor Representatives 
and match results of this check with other identification documents provided by Contractor 
Representatives.   
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2. Criminal History Background Checks 
Contractors shall ensure that all Contractor Representatives performing work or providing 
services to Owner are subjected to a criminal history background check.  Such checks shall be 
conducted on all names, including alias names that are provided or developed, and include 
County, State, and Federal checks based on jurisdictions of work and residence for the past 7 
years, as well as international jurisdictions, if available. Checks must be performed on all current 
Contractor Representatives and any new Contractor Representatives hired or assigned to 
support the Owner Contract.  If the Contractor has had a pre-employment criminal history check 
process in place and can provide documented evidence that Contractor Representatives 
assigned to the Owner Contract have been subjected to the criminal history check within the last 
3 years, then additional checks are not necessary.  Contractor Representatives who work in 
certain sensitive areas that fall under regulatory requirements, i.e., NERC, are subject to 
additional criminal history checks.  See Supplemental Background Check Requirements above. 
 
The following criteria will be used as guidance by Contractor in making the determination of 
whether a given Contractor Representative will be allowed to perform work specified in the 
Contract.  Contractor shall also refer to and comply with the Contractor/Vendor Screening Matrix. 
(Attachment 2).  These criteria should also be evaluated by the Contractor prior submitting 
Attachment 1 “Contractor Background Check Exception Request Form” to Owner: 
 

 Number of convictions 

 Nature, seriousness and date(s) of occurrence of the offense 

 Rehabilitation  

 Relevance of the crime committed in relationship to the work to be performed 

 Unreasonable risk posed to Owner property or to the safety of employees, other 

Contractors and/or customers 

During the term of the Contract, if the Contractor becomes aware of information concerning a 
criminal conviction of a Contractor Representative that would fit the above criteria, this 
information shall be immediately provided to Owner’s Security Department for determination 
whether the Contractor Representative should be allowed to continue providing services for 
Owner. 
 
3. Sex Offender Registry Search 
Consistent with the scope of the Criminal History Search, a search will be conducted in the 
Contractor Representative’s provided and developed names, in the state(s) of the Contractor 
Representative’s residence and place of work, if a statewide repository is maintained and 
accessible as public record. 
 
4. Residential Address Verification 
Contractors must perform a seven-year address verification on all new Contractor 
Representatives hired or retained to support the Contract.   
 
5. Employment History Verification 
Contractors must perform a three-year prior employment history verification on all new Contractor 
Representatives hired to support the Contract.  This check may also reveal prior employment with 
Owner that must be further explored by Contractor.   
 
6. Motor Vehicle Driving Record Check 
All Contractor Representatives who are required to operate a motor vehicle in conjunction with 
the Contract must be legally licensed and hold a valid driver’s license appropriate to the vehicle 
being driven.  This requirement applies to both Contractor-owned or leased vehicles and Owner-
owned/leased vehicles.  A motor vehicle driving record check to include a commercial driver 
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license search, when applicable, must be conducted by the Contractor annually in order to 
validate this requirement. 
 
7. Contractor Representatives Previously Terminated or Removal from Owner Work for 
Cause 
Contractor shall not permit Contractor Representatives to perform services for Owner who were: 
(i) previously employed by Owner and were terminated by Owner for cause; or (ii) who were 
previously removed form working on any Contract for Owner. 
 
8. Owner’s Right to Amend Requirements for Contractor Background Checks 
Owner reserves the right to amend its requirements for Contractor background checks at any 
time during the Contract term.  
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ATTACHMENT 1 
 

Eversource Background Check Exception Request Form 
 

Section A: Contractor Background Check Exception Request  
Requestor’s First and Last Name and Phone 
Number: 

Name of Contractor: 

Date of Exception Request:  PO or Contract Number: 

Description of work/services provided by Contractor: 

Location where work/services are provided: 

Description of exception requested and rationale for exception: 

Please include documentation to support the exception request, including original source court or police 

records.  

ACKNOWLEDGEMENT BY REQUESTOR 

By signing below, I hereby certify that the information submitted on this form is accurate and complete. 
 
Requestor’s Signature: __________________________________ Date: _________________ 
 

Section B: Eversource  Management Review/Authorization 

Conclusion, recommendation, and agreed action, if any: 

Business Risk Description/Impact Assessment: 

Start and end period for which exception is granted: 

Name of Procurement Manager: Title: 

Signature: Date: 

Name of Corporate Security Manager: Title: 

Signature: Date: 

Note: Exceptions shall not be granted that: 

 Allow unescorted access to critical assets 

 Violate regulatory requirements 

ATTACHMENT 2 
CONTRACTOR/VENDOR SCREENING MATRIX 
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In accordance with the background check policy, please use the below reference table to determine when a 
contractor/employee meets the requirements in Eversource’s background check Policy. (ex. If a single 
misdemeanor is found the individual will Fail check for Year 1, Year 2, and Year 3). 

 
 

 Year 1 Year 2 Year 3 Year 4 Year 5 Year 6 Year 7  
        
Any felony conviction F F F F F F F 
More than one misdemeanor 
conviction for violence 

F F F F F F F 

Single misdemeanor conviction for 
violence 

F F F P P P P 

Misdemeanor drug possession 
conviction 

F F F P P P P 

Misdemeanor conviction for computer 
crimes  

F F F P P P P 

All other convictions not included in 
the above categories 

P P P P P P P 

        
DMV – Multiple D.U.I. / D.W.I F F F P P P P 
Multiple DMV Moving Violation (s) P P P P P P P 
        
        
        
        
        
        
        

 
 
P = Pass 
F = Fail 
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